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Creating a VPN for remote Network License access Rev 1, Updated 30 April 2020

To use Structural Toolkit from a remote location, the network license must be accessible via a Virtual Private Network (VPN).

A VPN comprises a VPN server installed on a workstation/server physically located in the same network as the workstation/server
with the network dongle attached to.

In this document, the following steps will be outlined:
e Installing and setting up a free and open source VPN server.
e Installing and setting up VPN client on the workstation to access the server.
e Connecting to the VPN server on your local workstation (running Structural Toolkit).

Setting up a VPN

To create a VPN, a number of commercial options are available, however, SoftEther is a free option which supports multiple
standard VPN protocols. LT2P is amongst those protocols which is natively supported on Windows OS (does not require a 3™ party
client). Alternatively, custom VPN clients (e.g. OpenVPN client) can be used to connect to the server from workstation.

Definitions
Server
A PC/server physically located in the same network as the workstation/server with the network dongle attached to, and

with VPN server manager installed on.

Workstation
A PC with VPN client installed on.

VPN server
A software used to create a VPN network and authorize users to access the network.

VPN Client
A software used to connect to VPN server.

An address assigned to every resource on the network (e.g. workstation, server, printer, etc.). It is comprised of a set of 4x3
digits ranging from 0 to 254.
VPN Software
VPN software creates a link between your local network and a remote location. Workstations can remotely access the local network
as if it is physically located within that network (in the same office). You can access resources such as printers, network drives, and
the STK License Manager/Service, etc. This server can be installed on any workstation or server machine.
SoftEther VPN software
SoftEther is a free and Open Source solution to creating a VPN Network that removes a lot of complications often associated with
setting up VPNs such as dynamic DNS, port forwarding, DHCP configuration, Virtual NAT, usernames, etc. In this document, we will
be demonstrating how to create a VPN using SoftEther.

The installation file for SoftEther VPN server and client is accessible from the download section of the official SoftEther website:

https://www.softether.org
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The download link is accessible from the top menu of the main page:
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SoftEther VPN Project

Follow to the following link to proceed to the download page.

Top Why SoftEther VPN Documents Download

“@ buiur VPN

Support About Project

SoftEther VPN Project b Download

Download

SoftEther VPN is open-source free software. You may use, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies of SoftEther VAN

Primary Download Server (hosted by Windows Azure):
- Download SoftEther VPN#

Language: English, Japanese and Simplified Chinese.
0S: Windows, Linux, Mac OS X, FreeBSD and Solaris.

To download the server installation file use the following details:

Select Software
SoftEther VPN (Freeware) *
Select Component

SoftEther VPN Server M

Select Platform
Windows *
Select CPU

Intel (x86 and x64) ~

Download Files (67)

» Note: The following program uses the network functions of the operating system because this is VPN software.

Some anti-virus software of firewalls wam that such behayior might be dangerous.

1f your anti-virus disturbs the VPN function, add the VPN program file or the instaler 1o the exception ist

@ SoftEther VPN Server and VPN Bridge (Ver 4.27, Build 9668, beta)
27-966

softether-vpnserver.vpnbridge-v ta-2018.05.29

Release Date: 2018-05-29 «Latest Build~

What's new (Changelog)

Languoges: English, Japanese. Simplified Chinese

0S: Windows. CPU: Intel (x86 and x64)

(Windows 98 / 98 SE / ME / NT 40 5P5a / 2000 SP4 / XP SP2, SP3
Server 2008 / Server 2008 R2 SP1 / Hyper-V Server 2006 R2 / Serve

_x64-intel.exe (44.83 MB)

P1,5P2/75P1/8/ 8.1/ 10/ Server 2003 SP2 / Server 2008 SP1, SP2/ Hyper-V
Hyper-V Server 2012 / Server 2012 R2 / Hyper- Server 2012 R2 / Server 2016

To download the client installation file use the following details (Not required if using the built-in Microsoft LT2P:

Select Software

SoftEther VPN (Freeware) *

Select Component

SoftEther VPN Client v
Select Platform

Windows *

Select CPU

Intel (x86 and x64) v

Download Files (67)

+ Note: The follewing program uses the netwerk functions of the operating system because this is VPN software

Some anti-virus software or firewalls wam that such behavior might be dangerous

F your anti-virus disturbs the VPN function, add the VPN program file or the installer to the exception list.

@ SoftEther VPN Client (Ver 4.27, Build 9668, beta)

softeth lient-v4,27-9668-beta-2018.05.2 i x64-intel exe (42.96 M)

Release Date: 2015.05.29 «Latest Build~
What's new (Changelog)

Languages: English, Japanese, Simpiified Chinese
OS: Windanws, CPU: Intel (x86 and x64)

(Windows 98 /98 SE / ME / NT 400 SP6a / 2000 SB4 / XP SP2. SP3 / Vista 5PT, SP2 /7 SP1/8 /817 10/ Server 2003 SP2 / Server 2008 SP7, SP2 / Hyper-V
Server 2008 / Server 2008 R2 SP1 / Hyper-V Server 2008 R2 / Server 2012 / Hyper-V Server 2012 / Server 2072 R2 / Hyper-V Server 2012 R2 / Server 2016}
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Installing the VPN Server
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The Server must be installed on a PC/server physically located in the same network as the workstation/server with the network

dongle attached to.

Run the Server installation file and click “Next".

[ SoftEther VPN Setup Wizard (Version 4.27.9667)

Welcome to the SoftEther VPN Setup Wizard

S

@ Extremely Powerful Open-Source VPN Software.

SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance VPN
with the ultimate compatibilities to many devices. Windows, Mac, smartphones, tablets
(iPhone, iPad, Android, Windows RT) and Cisco or other VPN routers are supported.
SoftEther VPN also accepts OpenVPN and MS-SSTP VPN clients.

SoftEther VPN

L SSLVPN L UpenVPH e L EthetlP L MSSSTP L LBV
1 1 T 1 T T
Pt [or—

< Back Cancel

Select SoftEther VPN Server from the list and click “Next". This will also install the VPN server manager on your system. This item
creates a VPN server which other workstations can connect to.

@’ SoftEther VPN Setup Wizard (Version 4.27.9667)

Select Software Components to Install

S

g‘ SoftEther VPN Server
& SoftEther VPN Bridge
Cﬂ SoftEther VPN Server Manager (Admin Tools Only)

About SoftEther VPN Server

g Install it on a server computer at the central site of VPN. The management tools will be also
installed.

< Back Cancel

You will be prompted to create a SoftEther Corporation Network Protocol, accept this. It will create a virtual link between your local

physical network and VPN network.
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Click "Finish” to finalize the installation process and start the server.

Setup Finished

[ SoftEther VPN Setup Wizard (Version 4.27.9667)

Start the SoftEther VPN Server Manager.

%)

?3 The setup process of SoftEther VPN Server has completed successfully.
=]

~ AL SoftEther VPN is a work of the research and development project of Japanese
. Government, subsidized by Ministry of Economy, Trade and Industry of Japan,
administrated by Information Promotion Agency.

S Cancdl

If you are ready to setup the server, proceed to starting the SoftEther VPN Server Manager; otherwise, close the SoftEther VPN
Server Manager and access it via the start menu at a later time.

Setting up the VPN Server

After running the SoftEther VPN Server for the first time you will see the following window. Select the default “localhost (This
Server)” item from the list which is created during the installation of the server software and click “Connect”. This means that you
want to manage the VPN server installed on the same machine.

alS

O

Connection Settings for VPN Server:

SoftEther VPN

University of Tsukuba, Japan.
: Server Manager
g

\ Connection Settings for VPN Server or VPN Bridge are defined as follows.
el Double-click the item to connect to the server.
To add a new connection, click New Setting.

Setting Name VPN Server Hostname  Operation Mode
@Iocalhost (This server)  localhost Entire VPN Server
New Setting Edit Setting Delete Setting
Connect
Make a Certificate
E Smart Card Manager.. Select Smart card..
About SoftEther VPN... Exit SoftEther VPN Server Manager
Anthony Furr Software 97 Mt Pleasant Road P 039878 4684
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Specify a password purely for administrative purposes (to add and edit users, access rules, etc.) and click "OK".

The VPN connection we will create is a Remote Access VPN Server which is a multiple client to single Server connection. Other

AR Change Administrator Password of localhost X

P Change the administrator password of the server localhost. Enter the new
[, password and click OK.

New Password: | | |

Confirm Password: l |

OK Cancel

options are available which may be more suitable for your company’s situation.

Tick “Remote Access VPN Server” box from the list and click “Next".

You will be prompted to create a “Virtual Hub Name"” which describes a collection of resources accessible to the remote users within
the hub. This may be printers, network drives, or simply a single workstation that is running the License Manager/Service.

ﬁ SoftEther VPN Server / Bridge Easy Setup X

= o
kq SoftEther VPN Server / Bridge Easy Setup
By using this setup you can easily setup a SoftEther VPN Server or VPN Bridge for the following use and purpose. After exiting the setup, you can use the
VPN Server Manager to freely configure more advanced settings.

Select the type of VPN server you want to build. Multiple types can be selected together.

Remote Access VPN Server VPN Server
The Remote Access VPN Server allows VPN Client computers in remote locations to access t - i.'
to the existing Ethernet segments, for example company LAN. = =Y £

Any VPN Clients who is connecting to the VPN Server will be able to access to the network

as if they are connected directly and physically to the network. e

VPN VPN
Client  Client
|:| Site-to-site VPN Server or VPN Bridge PN Server

Site-to-site VPN is a VPN configuration to connect between two or more remote Ethernet

segments
Each of the sites are connected together, and become the same segment at Layer-2 level. It
VPN Server / Bridge s:u #1
v

PN Server / Bridge

Bo®  [GoBas

Site 83

enables any computers of each sites to communicate to each other as if there is a single
network.

Connection from Other Sites (Center;

VPN Server or VPN Bridge at Each Site (Edge

[[] other Advanced Configuration of VPN

Select this if you are planning to build a VPN system that provides advanced functions such as a clustering function and a Virtual Layer 3 Switch
function.

Click Next to start Setup. Click Close if you want to exit the setup and manually configure all settings.
Next > Close

For this example, we will define the name as "VPN".

alS

O

Easy Setup - Decide the Virtual Hub Name X

% You have to create one Virtual Hub on the VPN Server at least.
Name the new Virtual Hub as you prefer,

Virtual Hub Name: @
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Specify a "“Dynamic DNS Hostname” and click on “Set to Above Hostname". This address will be used to connect to the server from
workstations. The “Assigned Dynamic DNS Hostname” will change to your specified name on the left side of the input box. This
may be your company name. The DNS hostname is a free service provided by SoftEther. Once done exit out of this window.

4% Dynamic DNS Function X

@2 Dynamic DNS Function
This VPN Server has a Built-in Dynamic DNS Function.

The Dynamic DNS assigns a unique and permanent DNS hostname for this VPN Server. You can use that hostname to specify this VPN Server
on the settings for VPN Client and VPN Bridge. You need not to register and keep a domain name.

Also, if your ISP assigns you a dynamic (not-fixed) IP address, the corresponding IP address of your Dynamic DNS hostname will be
automatically changed. It enables you to keep running the VPN Server by using only a dynamic IP address.
Therefore, you need not any longer to keep static global IP addresses with expenses monthly costs.

Moreover, this VPN Server version supports ‘NAT-Traversal’ function. If the VPN Server is inside the NAT and is assigned only a private IP
address, you can connect to that VPN Server from the Internet side without any special settings on the NAT beforehand.

Current Status:
ig Dynamic DNS F
stk.softether.net Hint

Modify the Settings:

Change the Dynamic DNS Hostname:

.softether.net
Slobal IE 4 Aditess: Hostname is with only alphabets numeric, and dashes - Three
110.143.84.104 letters at least.

You can change it any time later.
Global IPv6 Address:

2001:8000:148b:f100:580b:b77:7de3:d8cc St 16 Alowe Do o

DNS Key: 1arshwVDaBLmTPCCIr7uZrz510k= Hint

. If you are not connected to IPv6 Internet, "Global IPvé Address” should show an error.
\l) A few countries or territories might prohibit Dynamic DNS Service.

Connect via Proxy Server... Exit

On this page, select the “Enable L2TP Server Function (L2TP over IPsec) and Enter the IPSEC Common Settings private key
and click "OK".

sec therl 'v3 Settings
@ IPsec/ L2TP / EtherlP / L2TPv3 Setting

IPsec / L2TP / EtherIP / L2TPv3 Server Settings

Virtual Hubs on the VPN Server can accept Remote-Access VPN connections from L2TP-compatible PCs, Mac OS X and Smartphones,
and also can accept EtherlP / L2TPv3 Site-to-Site VPN Connection.

[ Enable L2TP Server Function (L2TP over IPsec) I
Make VPN Connections from iPhone, iPad, Android, Windows, and Mac OS X acceptable.

[]Enable L2TP Server Function (Raw L2TP with No Encryptions) .

It supports special VPN Clients which uses L2TP with no IPsec encryption.

L2TP Server (Remote-Access VPN Server Function)

VPN Caonnections from Smartphones suchlike iPhone, iPad and Android, and also fram
built-in VPN Clients on Mac OS X and Windows can be accepted.

\:) Users should specify their username such as “Username@Target Virtual Hub Mame” to connect this L2ZTP Server.
If designation of a Virtual Hub is omitted, the below Hub will be used as the target.

Default Virtual Hub in a case of omitting 8 name of Hub on the Username: |VPM

EtherlP Server Function (Site-to-Site VPN Connection)
Router products which are compatible with EtherlP / L2TPv3 over IPsec can connect to Virtual Hub on
the VPM Server and establish Layer-2 (Ethernet) Bridging.

|:| Enable EtherlP / L2TPv3 over IPsec Server Function EtherlP / L2TPy3 Detail Settings

IPsec Common Settings

|Psec Pre-Shared Key: | yourpassword|

IPsec Pre-Shared Key is also called "PSKs™ or “Secrets”, Specify it with around eight
ASCI characters, and let all VPN users know.

e
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Optional: Select “Enable VPN Azure” to obtain a secondary address for connecting to the server (yourcompanyname.vpnazure.net)
and click "OK". This alternative is a better option if connecting using the SoftEther client rather than the built in Windows OS L2TP.

%8 VPN Azure Service Settings

VPN Azure Cloud — -

Enable
Windows
0 Penetrates VPN Session VPN Client

: o o p Establish a
: is Relayed SSTP VPN

Y No Need
Global IP

Private @
@ N\e:-.-,;rk,/,/
~ No Need Windows
Your PC with - Open Ports Vista/7 /8 /RT
VPN Server Office Home

VPN Azure Cloud VPN Service (Free)
VPN Azure makes it easier to establish a VPN Session from your home PC to your office PC. While a VPN connection is established, you can
access to any other servers on the private network of your company.

You don't need a global IP address on the office PC (VPN Server). It can work behind firewalls or NATs. No network administrator's
configuration required. You can use the built-in SSTP-VPN Client of Windows in your home PC.

L0 VPN Azure is a cloud VPN service operated by SoftEther VPN Project. VPN Azure is free of charge and available to anyone. Press the
ey right button to see details and how-to-use instructions.
VPN Azure Setting
(® Enable VPN Azure
Status: Connected

Current VPN Azure Hostname

The VPN Azure hostname is same to the Dynamic DNS hostname,
but altering the domain suffix to “vpnazure.net”.

How to Use VPN Azure
{Visit the Web)

stk.vpnazure.net Change Hostname

(O Disable VPN Azure

@ VPN Easy Setup Tasks

% To complete the setup of this VPN Server / VPN Bridge, you must complete the following tasks.

Step 1. Create a User to Accept VPN Connection

(") When this VPN Server accepts a remote access VPN, or becomes the central site-to-site VPN server
that accepts connections from other sites, create users to accept the VPN connection.

Create Users

Step 2. Define a Connection to Destination YPN Server

Configure Connection Setting

Step 3. Set Local Bridge
For an site-to-site VPN, use the Local Bridge Function to connect a bridge between the virtual

Ethernet segment on the VPN side and the physical Ethernet segment on the local side. Select an
existing Ethernet device (Network Adapter) that will be provide the bridge connection to the VPN,

:Etheme( [Realtek PCle GBE Family Controller (ID=1633431604)] M

Once the required settings are configured, click Close. An advanced management
tool for VPN Server / VPN Bridge will be appeared. You can then configure any

advanced settings as you wish. Close

O
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Select your physical Ethernet network adapter device from the list. This will be the physical network device of you
workstation/server (not the TAP device used for VPN connections which may be present if you have used a VPN client). This will link
your local network with the VPN network. Once done click on “Close”.
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Adding New VPN User Groups
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In SoftEther it is easy to manage the access of authorized users to the resources within the network by assigning them to different
groups. The groups in SoftEther VPN Server Manager can be defined by following the process outlined below:

If you don't require special restrictions for remote users to the local network, then setting up groups can be skipped.

On the main VPN Server Manager dialogue select “localhost (This Server)” from the list and click “Connect”.

SOftEther VPN University of Tsukuba, Japan.
Server Manager
T

Connection Settings for VPN Server:

g Connection Settings for VPN Server or VPN Bridge are defined as follows.
(] Double-click the item to connect to the server.

To add a new connection, click New Setting.

Setting Name VPN Server Hostname  Operation Mode
@localhost (This server) localhost Entire VPN Server
New Setting Edit Setting Delete Setting
Connect
Make a Certificate
[ | Smart Card Manager... Select Smart card...
About SoftEther VPN.. |

Exit SoftEther VPN Server Manager

In the "Setting Manager” dialogue, select your "Virtual Hub Name” from the list and click “Manage Virtual Hub"

‘F{ localhost (This server) - SoftEther VPN Server Manager

X

Management of Listeners:
Listener List (TCP/IP port):

) n "
g Manage VPN Server "localhost
Virtual Hub Name Status Type Users Groups Sessions MAC Tables IP Tables
@ VPN Online Standalone 1 0 1 8
< >
Manage Virtual Hub Online Offline View Status Create a Virtual Hub Properties Delete

VPN Server and Network Information and Settings:

Port Number Status

oHTCP 443 Listening
o TCP 992 Listening
R TCP 1194 Listening
o TCP 5555 Listening

Create §

" ﬁ View Server Status
Delete
Start g

Encryption and Network

IAAL | Local Bridge Setting Layer 3 Switch Setting a IPsec/(2TP Setting | | =
E i i VPN " A S :
Gﬁ Dynamic DNS Setting VPN Azure Setting VPN Gate Setting

Current DDNS Hostname:  stk.softether.net

.| | OpenVPN/MS-SSTP Setting

Refresh

VPN Azure Hostname:  stk.vpnazure.net

@@ Clustering Configuration

Clustering Status

msvmserss | @) o,
L5M3
Stop L Edit Config

Exit

On the "Virtual Hub Manager” click on “Manage Groups".

O
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@ t
= . . Current Status of this Virtual Hub:
Virtual Hub ‘VPN
1 of Security D Item Value o]
%] {# virtual Hub Name VPN
@ | Manage Users &k Status Online
Add, delete or edit user accounts. j Type Standalone
- & securenat Disabled
(Lj Manage Groups ¢ Sessions 1
“ : °Access Lists 0
Add, delete or edit groups. {j Users 1
) o E (}Groups 0
o Manage Access Lists ? MAC Tables 8 v
Add or delete access lists (Packet filtering Refresh
rules). |
Virtual Hub Settings: therSettings:
“ Virtual Hub Properties Log Save Setting Log File List
Configure this Hub. Configure settings of log saving function.
= L@ Trusted CA Certificates Revoked Certs
Authentication Server Setting Manage trusted CA certificates.
Use external RADIUS authentication server for
user authentication. 8 Virtual NAT and Virtual DHCP Server (SecureNAT)
= Secure NAT is available on this Virtual Hub. You can run
Virtual NAT and Virtual DHCP.
& Manage Cascade Connections
VPN Sessions Management:
Establish Cascade Connection to Hubs on w
local or remote VPN Servers. *e Manage Sessions =
In the “Manage Groups” dialogue click on “New" to define a new group.
88 Manage Groups x|
Q\U\ Virtual Hub "VHub™ has the following groups.
—
Group Name Full Name Description Num Users
(:'] Engineers /]
’ {_']Admm o
Mew Edit Remaove Refresh Member List Exit |
In the “New Group” dialogue specify a “Group Name" and click “OK".
a S Anthony Furr Software 97 Mt Pleasant Road P 039878 4684 www.structuraltoolkit.com.au
ABN 74 992 513 430 Nunawading, Victoria 3131 F 03 9878 4685 support@structuraltoolkit.com.au



I Structural TOOIkit The Essential Design Tool For Australian Structural Engineers

") Creation of New Group e

5.0
L fj] Group Mame: || |

Full Mame: | |

Mote: | |

Security Policy:

S
Sl
2(0h5  []set this groups Security Policy i e
ﬂ'@f’ S

Statistical Information of the Group:

oK Cancel

The new "Group Name” will appear on the list of groups.
Adding New VPN Users

Each workstation that remotely connects to the VPN requires a username and password. Follow the steps outlined below to define
new users:

Navigate to “Virtual Hub Management” dialogue (Refer "Adding New VPN User Groups”) and click on “Manage Users".

# Management of Virtual Hub - 'VHub' X

Current Status of this Virtual Hub:

Virtual Hub 'VHub'

~
Management of Security Database: Item Value
O >
5 Virtual Hub N VH
,g,] ! Manage Users i @ virtual Hub Name ub
<J o Status Online
Add, delete or edit user accounts. a Type Standalone
@ secureNaT Disabled
(‘-)\ Manage Groups o Sessions 0
J OAccess Lists 0
Add, delete or edit groups. (j Users 0
L (}Groups 0
0 Manage Access Lists i) MAC Tables 0 X
Add or delete access lists (Packet filtering Retezh
rules). =
Virtual Hub Settings: Other Settings:
Virtual Hub Properties Log Save Setting Log File List

Configure this Hub. Configure settings of log saving function.

= _;§| Trusted CA Certificates Revoked Certs
i Authentication Server Setting Manage trusted CA certificates.

Use external RADIUS authentication server for

user authentication. @ Virtual NAT and Virtual DHCP Server (SecureNAT)

Secure NAT is available on this Virtual Hub. You can run

Virtual NAT and Virtual DHCP.
Manage Cascade Connections
VPN Sessions Management:

Establish Cascade Connection to Hubs on “‘
local or remote VPN Servers. ™ Manage Sessions
(oL ] = Exit

Specify a “User Name” and "Password” for the remote workstation to be used for connecting to the server. Then specify the “Group
Name” to which this user belongs to and click “OK". If you have not set up groups, then leave the group name empty.

O
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(} Create New User X
,f; Security Policy
[ 4 j User Name: ‘ stk | e
= @)%  [Jset security Policy Security Policy
’ b
Full Name: | | e
Note: [ | Password Authentication Settings:
T
D Set the Expiration Date for This Account
@ Individual Certificate Authentication Settings:
[31 05/2018 ‘ [12-:‘: 0 AN = TR i

Auth Type: | €2 Anonymous Authentication

'f"\ Password Authentication
[Elindividual Certificate Authentication Specify Certificate | View Certificate Create Certificate
f‘signed Certificate Authentication

ﬂ RADIUS Authentication Signed Certificate Authentication Settings:
=38 NT Domain Authentication etification of whether the client certificate

Limit Common Name (CN) Value

RADIUS or NT Domain Authentication Settings:

Specify User N

Limit Values of the Certificate Serial Number

Hint: Define a user object with username "*' (asterisk) in order to accept a login attempt of a user which

does not match any of registered explicit user objects. Such a special user will use the external Cancel
user-authentication server to verify the login.

The new “User Name” should appear on the list of users. To add other users, click on "New" and follow the above steps. Once all
users are defined, Click “Exit".

&} Manage Users X
)_4;‘\ Virtual Hub "VPN" has the following users.
LJ
User Name Full Name Group Name Description Auth Method Num Logins Last Login
\j stk - Password Authe.. 0 (None)
< >
New Edit View User Info Remove Refresh Exit

Setting up the VPN Client on the Workstation

Once the server is running, it is necessary to set up the VPN client on the workstation. To connect to the VPN server and access the
Structural Toolkit License Manager/Service from a workstation in a remote location, a VPN client on the workstation is required.
Ensure that you have SoftEther VPN Server installed and configured on the server (Refer “Setting up a VPN server”) before setting
up the clients.

The connection between the VPN Server and the Client can be established in two different ways. The first method uses the built-in
L2TP/IPsec VPN Client in Windows OS. The second method incorporated installing SoftEther VPN Client into the workstation.

O
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Setting up the L2TP/IPsec VPN Client on the Workstation

L2TP/IPsec VPN client is a built-in feature of Windows OS, meaning that no additional software is required on the workstation to

connect to SoftEther VPN Server. These instructions outlined in this section refer to Windows 10, however, earlier OS versions are
similar.

In Windows 10 go to Control Panel and navigate to “Network and Sharing Centre”.

All Contral Panel Items — m}
« = - 4 » Control Panel » All Control Panel ltems w| @ Search Control Panel 2
|
. . . |
Adjust your computer's settings View by: Largeicons ¥
=y ~ ELNnuIoyy = h:
.| Java (32-bit Kevboard & Mail (Microsoft Outlook
E3 (32-bin e O H@ 2013) (32-bit)
Ja Mero BurnRights 12 KA Network and Sharing
Mouse gl h ™
-Dr - entre
o %8 2bit & cent
= \[ . =
4 ‘ Phone and Modem Power Qptions 8] Programs and Features
B Realtek HD Audio Manager _JB Recovery 9 Redion vi
Click on "Set up a new connection or network”
55 Network and Sharing Centre — O X
“« v :‘.: <« All Control Panel ltems » Metwork and Sharing Centre v @ Search Control Panel el
View your basic network information and set up connections -~
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network 2 Access type: Internet
settings Private network Connections: [ Ethemet
Change your networking settings
Seealso
ﬁl Set up a new connection or network
Infrared " . .
Set up a breadband, dial-up or VPN connection, or set up a router or access point.
Internet Options
Windews Defender Firewall @ Troubleshoot problems
Diagnose and repair network problems or get troublesheoting information. W

In the next dialogue, click on “Connect to a workplace”.

? Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

EE. Set up a new netwark
e, Setup a new router or access point.

& (Connect to a workplace
Set up a dial-up or VPN connection to your workplace

In the next dialogue, click on "Use my Internet connection (VPN). This item will create a VPN client on the Workstation.
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| & L:ﬂ Connect to a Workplace
How do you want to connect?

— Use my Internet connection (VPN)
Cennect using a virtual private network (VPN) connection through the Intemet.

L V.

—> Dial directly

Connect directly to a phone number without going through the Internet.

J VN

Cancel

In the next dialogue, insert the address of the Server obtained during the Server setup process. This address is in the form of
yourcompanyname.softether.net (e.g. stk.softether.net). Also specify an arbitary “Destination name”. This is the name which would
be listed under network connections in Windows taskbar. After filling up these two fields click on “Create” to create the VPN Client

- X
« \:g Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: ‘ stk.softether.net |

Destination name: ‘ Waorkplace VPN Connection| |

[ Use a smart card
Remember my credentials

) [ Allow other people to use this connection

This opticn allows anyone with access to this computer to use this connection,

After creating the VPN Client, the Client type needs to be changed to L2TP/IPsec type. To do so, follow the steps below:

Go to "Control Panel”, navigate to “Network and Sharing Centre” and click on “Change adapter settings” on the left side pane.

i Network Connections - m] *
1T f;i\ <« Network and Internet » Network Connections v O Search Network Connections 0
Organise v e~ M@ @
— Ethernet — Ethernet 2 — VPM - VPN Client
L\,!« Metwork 2 ;\,!« Metwork cable unplugged ;\,!« Metwork cable unplugged
&7 Realtek PCle GBE Family C... ¥ @ TAP-Windows Adapter V3 & @7 VPN Client Adapter - VPN
Warkplace VPN Connection
- n Disconnected
&7 WAN Miniport (IKEv2)
4 items =z &=
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Right click on the VPN connection name which was created in previous steps (e.g. Workplace VPN Connection) and click on
“Properties”. Go to “Security” tab and select “Layer 2 Tunnelling Protocol with IPsec (L2TP/IPsec)".

The Essential Design Tool For Australian Structural Engineers

g Workplace VPN Cennection Properties

General Options Security Networking Sharing
Type of VPN:

Layer 2 Tunnelling Protocol with |Psec (L2TP/IPsec)

v

Data encryption:
Optional encryption (connect even if no encryption) v

Authentication
(O Use Extensible Authentication Protocol (EAP)

Properties
(O Allow these protocols

OK Cancel

Click on "Advanced settings” and enter the pre-shared key. Confirm the setting by clicking "OK".

Advanced Properties

X
Lzte

(® Use pre-shared key for authentication

Key: | yourpassword|

(O Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

o[ oo

Now you should be able to navigate to the taskbar and select the VPN connection created earlier and click on “Connect”. You will
be prompted with a “Sign in” dialogue box in which you need to enter the username and password specified in SoftEther VPN
Server for the Client. After the connection is established you can use the resources in the network in which the Server is located.

Network 2

0% Workplace VPN Connection

Untitled ...

R 5:34 PM
ABD NG L eong
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Setting up the SoftEther VPN Client on the Workstation
Download SoftEther VPN client by following the steps outlined in "SoftEther VPN Server”.

Run the VPN client installation file and Select the “SoftEther VPN Client”. This will also install the VPN Client Manager on your
system.

@ SoftEther VPN Setup Wizard (Version 4.27.9667) X

Select Software Components to Install

<
<D

g SoftEther VPN Client
@ SoftEther VPN Client Manager (Admin Tools Only)

About SoftEther VPN Client

'“ Install it on VPN client comuters. A VPN client computer will be able to connect to the central
(L1 ] VPN Server. The management tools will be also installed.

< Back Next > Cancel

Proceed to the end of the Installation and Click “Finish” to finalize the installation process and start the client Manager.

[ SoftEther VPN Setup Wizard (Version 4.27.9667)

Setup Finished

<
<D

®®  The setup process of SoftEther VPN Client has completed successfully.
(6.l )
Start the SoftEther VPN Client Manager.

(i SoftEther VPN is a work of the research and development project of Japanese
) Government, subsidized by Ministry of Economy, Trade and Industry of Japan,
administrated by Information Promotion Agency.

< Back Cancel

If you are ready to setup the client, proceed to starting the SoftEther VPN Client Manager; otherwise, close the SoftEther VPN Client
Manager and access it via the start menu at a later time.

Creating the VPN Connection
Once SoftEther VPN Client has been installed, a connection from the VPN client must be created to the VPN server.

Select “Add VPN Connection” and click on “Connect” from the “Connect” option on the tope menu.

O
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22 SoftEther VPN Client Manager = a X
Connect Edit View Virtual Adapter Smart Card Tools Help

VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network A...
() Add VPN Connection

Virtual Network Adapter Name Status MAC Address Version

SoftEther VPN Client Manager La Not Connected ,!'2. SoftEther VPN Client Build 9667

If a VPN adapter has not been created, then you will be prompted to do so. Click "Yes” to proceed.

SoftEther VPN Client Manager

Before you can create a new VPN Connection Setting you
need to create a Virtual Network Adapter.

Do you want to create a Virtual Network Adapter?

Yes No

Specify a name for “Virtual Network Adaptor” and click "OK". This is simply a name for the virtual connection and could be any
arbitrary name Such as OfficeVPN (Note that you cannot have spaces in the name). If your setup is simple, perhaps assign a name
such as “VPN". This will link your local network with the VPN network.

Create New Virtual Network Adapter X

A new Virtual Network Adapter will be created on the system.
You can specify a name for the Virtual Network Adapter, which canbe a
maximum of 31 alphanumeric characters.

Virtual Network Adapter Name: | JEN

The name of a Virtual Network Adapter must be "VPN' or 'VPN2' to 'VPN127".
{Maximum 127 adapters can be created.)

coe

The newly created adaptor's name should appear on the "Virtual Network Adaptor Name” list.

O
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2% SoftEther VPN Client Manager = O X
Connect Edit View Virtual Adapter Smart Card Tools Help
VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network A...
(&) Add VPN Connection
Virtual Network Adapter Name Status MAC Address Version
I VPN Client Adapter - VPN Enabled 5E-BB-12-B9-8F-AB 4.25.0.9658
SoftEther VPN Client Manager Lﬁ Not Connected .?5. SoftEther VPN Client Build 9667

Once the adapter has been created, a VPN connection must be created.

Select “Add VPN Connection” and click on the "Connect” from the top menu and select the “Connect” submenu item (alternatively,
double click on “Add VPN Connection”).

Specify a "Setting Name” such as "Workplace Network”.

On the following window, you will need to specify a Host name. This is the name that has been created during server setup and is
in the form of "yourcompany.softether.net” or “yourcompany.vpnazure.net”. (The vpnazure is a better alternative if connecting using
the SoftEther client rather than the built in Windows OS L2TP.)

Once the Host name is specified, the “Virtual Hub Name” would appear in the dropdown list.

Next you need to use a username and password specified for an authorized user on the Server and press "OK".

O
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New VPN Connection Setting Properties X

@ Please configure the VPN Connection Setting for VPN Server. Virtual Network Adapter to Use:

U VPN Client Adapter - VPN

Setting Name: | Structural Toolkit VPN
Destination VPN Server:

Specify the host name or IP address, and the port number
and the Virtual Hub on the destination VPN Server.

Host Name: l structuraltoolkitvpnazure.net |

Port Number: [ pisable NAT-T User Authentication Setting:

% Set the user authentication information that is required when

Virtual Hub Name: I VPN Hub v | connecting to the VPN Server.

AuthType: | Standard Password Authentication |
Proxy Server as Relay: 3

You can connect to a VPN Server via a proxy server. User Name: | STK I
Import IE Proxy Server Settings Password: | sesese| I
Proxy Type: @ Direct TCP/IP Connection (No Proxy) You can change the user's password on the VPN Server.

O Connect via HTTP Proxy Server

Change Password
O Connect via SOCKS Proxy Server

Proxy Server Setting Advanced Setting of Communication:

Reconnects Automatically After Disconnected
Server Certificate Verification Option:

[[] Alweays Verify Server Certificate ReconnectInterval: [ 15| seconds

Manage Trusted CA Certificate List @ Infinite Reconnects (Keep VPN Always Online}

Specify Individual Cert | Show Individual Cert oo not use TLs 1.0 LTSI

[ Hide Status and Errors Screens [ Hide IP Address Screens E S

The “"Connection Name" should appear on the list.

2% SoftEther VPN Client Manager = m] X
Connect Edit View Virtual Adapter SmartCard Tools Help
VPN Connection Setting Name Status VPN Server Hostname Virtual Hub Virtual Network A...
(&) Add VPN Connection
Ea Structural Toolkit VPN Offline structuraltoolkit.vpnazure.net (Direct... VPN Hub VPN
Virtual Network Adapter Name Status MAC Address Version
I VPN Client Adapter - VPN Enabled 5E-BB-12-B9-8F-AB 4.25.0.9658
SoftEther VPN Client Manager G Not Connected g, SoftEther VPN Client Build 9667

Right click on the connection name and press “Connect”

Once the connection is established, you may be prompted for a network location, select “Work Location”

O
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Accessing the License Manager/Service on the remote Workstation

Once the connection is established, the IP of the server/workstation with Structural Toolkit License Manager/Service would the same
as if you were in your workplace. For example, if the IP of the workstation/server with the License Manger at your workplace is
192.168.0.71, this IP would be the same over the VPN.

Now to obtain a remote license for the Structural Toolkit on the workstation, simply enter the IP of the License Manager/Service
workstation/server (i.e. 192.168.0.71).

Setting up Access Rules to Limit Access to Network Resources

By default, every remote connection has access to all of the resources available to the workstation/server. Access to these resources
can be limited by managing access lists (but we have found this quite tricky). Rules can be imposed to individual users or groups of
users.

An understanding of the following attributes is important in defining Access List Items:

e Memo: Simply a name for the Access List Item (e.g. “Allow accessing server to admin”). This name will help you in
organizing the access rules.
e Pass: Allows connection to be established to the specified resource.
e Discard: Stops connections from being established to the specified resource.
e  Priority: The order in which an Access List Item would be executed. The smaller numbers have higher priorities meaning
they would be executed after execution of the Access List [tems with larger priority numbers.
e Source Name: The name of the user or group trying to access the resource.
e Destination Name: The name of the user or group receiving the response of request (Same as Source Name)
e Source IP Address: The IP address of the user in the network for which you want to set the rule.
e Destination IP Address: The IP address of the resource in the network for which you want to set the rule.
e Subnet Mask: A set of 4x3 digits which translates an IP into the gateway/range of IPs.
o An P address of the form 192.168.0.x with Subnet Mask 255.255.255.0 would translate into all the IP addresses
from 192.168.0.0 to 192168.0.244 where x is a digit from 0 to 244
o An P address of the form 192.168.0.x with Subnet Mask 255.255.255.255 would translate into 192.168.0.x where x
is a digit from 0 to 244.

To define a new Access List Item follow the steps outlined below:

Navigate to "Virtual Hub Management” dialogue (Refer "Adding New VPN User Groups”) and click on “Manage Access Lists". On the
following window click on “New (IPv4)". This is the typical IP protocol being used.

O
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@ Management of Virtual Hub - 'VHub'

Virtual Hub 'VHub'

Management of Security Database:
ey
{
m Manage Users

Add, delete or edit user accounts.

I, Manage Groups
o

Add, delete or edit groups.

0 I Manage Access Lists

Add or delete access lists (Packet filtering
rules),

Virtual Hub Settings:
y Virtual Hub Properties

Canfigure this Hub.

Authentication Server Setting

Use external RADIUS authentication server for
user authentication.

& Manage Cascade Connections

Establish Cascade Connection to Hubs on
local or remate VPN Servers.

Current Status of this Virtual Hub:

Item Value

(@ Virtual Hub Name VHub

& Status Online

o LY Standalons

& securemat Disabled

& Sessions o

cAccess Lists o

{3 Users 1

L (:]Grc ups 2

@ MAC Tables 0

i am n

Refresh

Other Settings:

Log Save Setting Log File List

Canfigure settings of log saving function.

| Trusted CA Certificates Revoked Certs
Manage trusted CA certificates.
@ Virtual NAT and Virtual DHCP Server (SecureNAT)

Secure MAT is available on this Virtual Hub. You can run
Virtual NAT and Virtual DHCP.

VPM Sessions Management:

H Manage Sessions

Exit
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First you will need to block a specific user/group’s access to the entire network. This can be done using the following setting:

@ Edit Access List Item (IPv4)

Basic Settings

Memo: | Block access of the group “User” to the

Action: (O Pass @ Discard

. (Smaller number has
Priority: 1500 higher priority)
Filtering Options for Users or Groups

L) This access list will be applied only to the packets that for
() specific users, groups send or receive.

Leave these fields blank if you don't specify user name
nor group name.

Filtering Options for MAC Headers
Source MAC Address: [2] Applies to any Source Addresses

Destination MAC Addras= [ 2] Applies to any Destination Addresses

Redirect HTTP Request to Specific

URL Set URL Redirect to...

e Configure the access list settings. The access list that is defined here will be applied to all IP packets passing through the Virtual Hub.

Filtering Options for IP Headers
Source IP Address: [7] Applies to All Source Addresses

L. . -1
- -1

Destination IP Address: L] Applies to All Destination Addresses
IPv4 Address: | 192 .168 . 0 . 65

Subnet Mask: | 255 .255.255 . 0]

(255.255.255.255 means Specified host anly)

Protocol Type: | All IPud / IPv6 Protocols v
Filtering Options for TCP Headers and UDP Headers
Verify TCP Connection State (Only TCP Packets)
Established Packet stablished Packet
et and aceet Lo Coee

Specify a name for the new rule (e.g. Block access of the group “User” to the entire network)

Select a "Source Name". In this example we select group "User”. Click on “Browse” and then “Select a Group”. Then select

Untick the box next to “Destination IP Address” and type in the IP of the sever. Type in 255.255.255.0 for the Subnet Mask.

[ ]
e  For the "Action” type select “Discard”
e  Specify a priority (e.g. 1500)
°
the Group Name (e.g. User) from the list and click on “Select".
e  Follow the previous step for the "Destination Name" field.
[ ]
e Leave the value of other items as default and click "OK".

Now create a new Access List Item and apply the following setting to allow the group “User” to access License manager

workstation/server on the network:

@ Edit Access List tem (IPv4)

Basic Settings

Memo: | Allow group “User” to access License h

Action: (@) Pass O Discard

Priarity: 1400 (Smaller number has
o e e on)

Filtering Options for Users or Groups

() This access list will be applied only to the packets that for
() specific users, groups send or receive.

Leave these fields blank if you don't specify user name
nor group name.

Filtering Options for MAC Headers
Source MAC Address: [2] Applies to any Source Addresses

Destination MAC Addras= [ 2] Applies to any Destination Addresses

O E;Trect HTTP Request to Speciic | L0 0 0

o Configure the access list settings. The access list that is defined here will be applied to all IP packets passing through the Virtual Hub.

Filtering Options for IP Headers
Source IP Address: [4] Applies ta All Source Addresses

L. . -1
- -1

Destination IP Address: L] Applies to All Destination Addresses
IPv4 Address: | 192 .168 . 0 . 65

Subnet Mask: | 255 . 255 .255 .255

(255.255.255.255 means Specified host anly)

Protocol Type: | All IPvd / IPv6 Protocols

Filtering Options for TCP Headers and UDP Headers

Verify TCP Connection State (Only TCP Pa

Estab Unestablished Packet

ned Packet

Delay and Packet Loss... Cancel
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e  Specify a name for the new rule (e.g. Allow group “User” to access License Manager workstation)

e  For the "Action” type select “Pass”

e  Specify a priority (e.g. 1400)

e  Click on "Browse” button next to “Source Name” and then “Select a Group”. Then select the Group Name (e.g. User) from
the list and click on “Select”.

e  Follow the previous step for the “Destination Name” field.

e  Untick the box next to "Destination IP Address” and type in the IP of License manager workstation/server. Type in
255.255.255.255 for the Subnet Mask.

e  Leave the value of other items as default and click “OK".

O
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