
Creating a VPN for remote Network License access 

 

To use Structural Toolkit from a remote location, the network license must be accessible via a Virtual Private Network (VPN). 

 

A VPN comprises a VPN server installed on a workstation/server physically located in the same network as the workstation/server 

with the network dongle attached to. 

 

In this document, the following steps will be outlined: 

• Installing and setting up a free and open source VPN server. 

• Installing and setting up VPN client on the workstation to access the server. 

• Connecting to the VPN server on your local workstation (running Structural Toolkit). 

 

Setting up a VPN 

 

To create a VPN, a number of commercial options are available, however, SoftEther is a free option which supports multiple 

standard VPN protocols.  LT2P is amongst those protocols which is natively supported on Windows OS (does not require a 3rd party 

client). Alternatively, custom VPN clients (e.g. OpenVPN client) can be used to connect to the server from workstation. 

 

Definitions 

 

Server 

A PC/server physically located in the same network as the workstation/server with the network dongle attached to, and 

with VPN server manager installed on. 

 

Workstation 

A PC with VPN client installed on. 

 

VPN server 

A software used to create a VPN network and authorize users to access the network. 

 

VPN Client 

A software used to connect to VPN server. 

 

IP 

An address assigned to every resource on the network (e.g. workstation, server, printer, etc.). It is comprised of a set of 4x3 

digits ranging from 0 to 254. 

 

VPN Software 

 

VPN software creates a link between your local network and a remote location.  Workstations can remotely access the local network 

as if it is physically located within that network (in the same office).  You can access resources such as printers, network drives, and 

the STK License Manager/Service, etc. This server can be installed on any workstation or server machine. 

 

SoftEther VPN software 

 

SoftEther is a free and Open Source solution to creating a VPN Network that removes a lot of complications often associated with 

setting up VPNs such as dynamic DNS, port forwarding, DHCP configuration, Virtual NAT, usernames, etc. In this document, we will 

be demonstrating how to create a VPN using SoftEther. 

 

The installation file for SoftEther VPN server and client is accessible from the download section of the official SoftEther website: 

 

https://www.softether.org 

Rev 1, Updated 30 April 2020 

https://www.softether.org/5-download


The download link is accessible from the top menu of the main page: 

 

 
 

Follow to the following link to proceed to the download page. 

 

 
 

To download the server installation file use the following details: 

 

 
 

To download the client installation file use the following details (Not required if using the built-in Microsoft LT2P: 

 

 



Installing the VPN Server 

 

The Server must be installed on a PC/server physically located in the same network as the workstation/server with the network 

dongle attached to. 

 

Run the Server installation file and click “Next”. 

 

 
 

Select SoftEther VPN Server from the list and click “Next”. This will also install the VPN server manager on your system. This item 

creates a VPN server which other workstations can connect to. 

 

 
 

You will be prompted to create a SoftEther Corporation Network Protocol, accept this. It will create a virtual link between your local 

physical network and VPN network. 



Click “Finish” to finalize the installation process and start the server. 

 

 
 

If you are ready to setup the server, proceed to starting the SoftEther VPN Server Manager; otherwise, close the SoftEther VPN 

Server Manager and access it via the start menu at a later time. 

 

Setting up the VPN Server 

 

After running the SoftEther VPN Server for the first time you will see the following window. Select the default “localhost (This 

Server)” item from the list which is created during the installation of the server software and click “Connect”. This means that you 

want to manage the VPN server installed on the same machine. 

 

 
 



Specify a password purely for administrative purposes (to add and edit users, access rules, etc.) and click “OK”. 

 

 
 

The VPN connection we will create is a Remote Access VPN Server which is a multiple client to single Server connection. Other 

options are available which may be more suitable for your company’s situation. 

 

Tick “Remote Access VPN Server” box from the list and click “Next”. 

 

 
 

You will be prompted to create a “Virtual Hub Name” which describes a collection of resources accessible to the remote users within 

the hub.  This may be printers, network drives, or simply a single workstation that is running the License Manager/Service. 

 

For this example, we will define the name as “VPN”. 

 

 



Specify a “Dynamic DNS Hostname” and click on “Set to Above Hostname”. This address will be used to connect to the server from 

workstations. The “Assigned Dynamic DNS Hostname” will change to your specified name on the left side of the input box.  This 

may be your company name.  The DNS hostname is a free service provided by SoftEther. Once done exit out of this window. 

 

 
 

On this page, select the “Enable L2TP Server Function (L2TP over IPsec) and Enter the IPSEC Common Settings private key  

and click “OK”. 

 

 
 



Optional: Select “Enable VPN Azure” to obtain a secondary address for connecting to the server (yourcompanyname.vpnazure.net) 

and click “OK”.  This alternative is a better option if connecting using the SoftEther client rather than the built in Windows OS L2TP. 

 

 
 

Select your physical Ethernet network adapter device from the list.  This will be the physical network device of you 

workstation/server (not the TAP device used for VPN connections which may be present if you have used a VPN client). This will link 

your local network with the VPN network. Once done click on “Close”. 

 

 
 



Adding New VPN User Groups 

 

In SoftEther it is easy to manage the access of authorized users to the resources within the network by assigning them to different 

groups. The groups in SoftEther VPN Server Manager can be defined by following the process outlined below: 

 

If you don’t require special restrictions for remote users to the local network, then setting up groups can be skipped. 

 

On the main VPN Server Manager dialogue select “localhost (This Server)” from the list and click “Connect”. 

 

 
 

In the “Setting Manager” dialogue, select your “Virtual Hub Name” from the list and click “Manage Virtual Hub” 

 

 
 

On the “Virtual Hub Manager” click on “Manage Groups”.  

 



 
 

In the “Manage Groups” dialogue click on “New” to define a new group. 

 

 
 

In the “New Group” dialogue specify a “Group Name” and click “OK”. 

 



 
 

The new “Group Name” will appear on the list of groups. 

 

Adding New VPN Users 

 

Each workstation that remotely connects to the VPN requires a username and password. Follow the steps outlined below to define 

new users: 

 

Navigate to “Virtual Hub Management” dialogue (Refer “Adding New VPN User Groups”) and click on “Manage Users”. 

 

 
 

Specify a “User Name” and “Password” for the remote workstation to be used for connecting to the server. Then specify the “Group 

Name” to which this user belongs to and click “OK”. If you have not set up groups, then leave the group name empty. 

 



 
 

The new “User Name” should appear on the list of users. To add other users, click on “New” and follow the above steps. Once all 

users are defined, Click “Exit”. 

 

 
 

 

Setting up the VPN Client on the Workstation 

 

Once the server is running, it is necessary to set up the VPN client on the workstation. To connect to the VPN server and access the 

Structural Toolkit License Manager/Service from a workstation in a remote location, a VPN client on the workstation is required. 

Ensure that you have SoftEther VPN Server installed and configured on the server (Refer “Setting up a VPN server”) before setting 

up the clients. 

 

The connection between the VPN Server and the Client can be established in two different ways. The first method uses the built-in 

L2TP/IPsec VPN Client in Windows OS. The second method incorporated installing SoftEther VPN Client into the workstation. 

 



Setting up the L2TP/IPsec VPN Client on the Workstation 

 

L2TP/IPsec VPN client is a built-in feature of Windows OS, meaning that no additional software is required on the workstation to 

connect to SoftEther VPN Server. These instructions outlined in this section refer to Windows 10, however, earlier OS versions are 

similar. 

 

In Windows 10 go to Control Panel and navigate to “Network and Sharing Centre”. 

 

 
 

Click on “Set up a new connection or network” 

 

 
 

In the next dialogue, click on “Connect to a workplace”. 

 

 
 

In the next dialogue, click on “Use my Internet connection (VPN). This item will create a VPN client on the Workstation. 



 

 
 

In the next dialogue, insert the address of the Server obtained during the Server setup process. This address is in the form of 

yourcompanyname.softether.net (e.g. stk.softether.net). Also specify an arbitary “Destination name”. This is the name which would 

be listed under network connections in Windows taskbar. After filling up these two fields click on “Create” to create the VPN Client. 

 

 
 

After creating the VPN Client, the Client type needs to be changed to L2TP/IPsec type. To do so, follow the steps below: 

 

Go to “Control Panel”, navigate to “Network and Sharing Centre” and click on “Change adapter settings” on the left side pane. 

 

 
 



Right click on the VPN connection name which was created in previous steps (e.g. Workplace VPN Connection) and click on 

“Properties”. Go to “Security” tab and select “Layer 2 Tunnelling Protocol with IPsec (L2TP/IPsec)”.  

 

 

 
 

Click on “Advanced settings” and enter the pre-shared key.  Confirm the setting by clicking “OK”. 

 

 
 

Now you should be able to navigate to the taskbar and select the VPN connection created earlier and click on “Connect”. You will 

be prompted with a “Sign in” dialogue box in which you need to enter the username and password specified in SoftEther VPN 

Server for the Client. After the connection is established you can use the resources in the network in which the Server is located. 

 

 
 



Setting up the SoftEther VPN Client on the Workstation 

 

Download SoftEther VPN client by following the steps outlined in “SoftEther VPN Server”. 

 

Run the VPN client installation file and Select the “SoftEther VPN Client”. This will also install the VPN Client Manager on your 

system. 

 

 
 

Proceed to the end of the Installation and Click “Finish” to finalize the installation process and start the client Manager. 

 

 
 

If you are ready to setup the client, proceed to starting the SoftEther VPN Client Manager; otherwise, close the SoftEther VPN Client 

Manager and access it via the start menu at a later time. 

 

Creating the VPN Connection 

 

Once SoftEther VPN Client has been installed, a connection from the VPN client must be created to the VPN server. 

 

Select “Add VPN Connection” and click on “Connect” from the “Connect” option on the tope menu. 

 



 
 

If a VPN adapter has not been created, then you will be prompted to do so. Click “Yes” to proceed. 

 

 
 

Specify a name for “Virtual Network Adaptor” and click “OK”.  This is simply a name for the virtual connection and could be any 

arbitrary name Such as OfficeVPN (Note that you cannot have spaces in the name). If your setup is simple, perhaps assign a name 

such as “VPN”. This will link your local network with the VPN network. 

 

 
 

The newly created adaptor’s name should appear on the “Virtual Network Adaptor Name” list. 

 



 
 

Once the adapter has been created, a VPN connection must be created. 

 

Select “Add VPN Connection” and click on the “Connect” from the top menu and select the “Connect” submenu item (alternatively, 

double click on “Add VPN Connection”). 

 

Specify a “Setting Name” such as “Workplace Network”. 

 

On the following window, you will need to specify a Host name.  This is the name that has been created during server setup and is 

in the form of “yourcompany.softether.net” or “yourcompany.vpnazure.net”. (The vpnazure is a better alternative if connecting using 

the SoftEther client rather than the built in Windows OS L2TP.) 

 

Once the Host name is specified, the “Virtual Hub Name” would appear in the dropdown list. 

 

Next you need to use a username and password specified for an authorized user on the Server and press “OK”. 

 



 
 

The “Connection Name” should appear on the list. 

 

 
 

Right click on the connection name and press “Connect” 

 

Once the connection is established, you may be prompted for a network location, select “Work Location” 



Accessing the License Manager/Service on the remote Workstation 

 

Once the connection is established, the IP of the server/workstation with Structural Toolkit License Manager/Service would the same 

as if you were in your workplace.  For example, if the IP of the workstation/server with the License Manger at your workplace is 

192.168.0.71, this IP would be the same over the VPN. 

 

Now to obtain a remote license for the Structural Toolkit on the workstation, simply enter the IP of the License Manager/Service 

workstation/server (i.e. 192.168.0.71). 

 

Setting up Access Rules to Limit Access to Network Resources 

 

By default, every remote connection has access to all of the resources available to the workstation/server.  Access to these resources 

can be limited by managing access lists (but we have found this quite tricky). Rules can be imposed to individual users or groups of 

users. 

 

An understanding of the following attributes is important in defining Access List Items: 

 

• Memo: Simply a name for the Access List Item (e.g. “Allow accessing server to admin”). This name will help you in 

organizing the access rules. 

• Pass: Allows connection to be established to the specified resource. 

• Discard: Stops connections from being established to the specified resource. 

• Priority: The order in which an Access List Item would be executed. The smaller numbers have higher priorities meaning 

they would be executed after execution of the Access List Items with larger priority numbers. 

• Source Name: The name of the user or group trying to access the resource. 

• Destination Name: The name of the user or group receiving the response of request (Same as Source Name) 

• Source IP Address: The IP address of the user in the network for which you want to set the rule. 

• Destination IP Address: The IP address of the resource in the network for which you want to set the rule. 

• Subnet Mask: A set of 4x3 digits which translates an IP into the gateway/range of IPs. 

o An IP address of the form 192.168.0.x with Subnet Mask 255.255.255.0 would translate into all the IP addresses 

from 192.168.0.0 to 192168.0.244 where x is a digit from 0 to 244 

o An IP address of the form 192.168.0.x with Subnet Mask 255.255.255.255 would translate into 192.168.0.x where x 

is a digit from 0 to 244. 

 

To define a new Access List Item follow the steps outlined below: 

 

Navigate to “Virtual Hub Management” dialogue (Refer “Adding New VPN User Groups”) and click on “Manage Access Lists”. On the 

following window click on “New (IPv4)”. This is the typical IP protocol being used. 

 



 



First you will need to block a specific user/group’s access to the entire network. This can be done using the following setting: 

 

 
 

• Specify a name for the new rule (e.g. Block access of the group “User” to the entire network) 

• For the “Action” type select “Discard” 

• Specify a priority (e.g. 1500) 

• Select a “Source Name”. In this example we select group “User”. Click on “Browse” and then “Select a Group”. Then select 

the Group Name (e.g. User) from the list and click on “Select”. 

• Follow the previous step for the “Destination Name” field. 

• Untick the box next to “Destination IP Address” and type in the IP of the sever. Type in 255.255.255.0 for the Subnet Mask. 

• Leave the value of other items as default and click “OK”. 

 

Now create a new Access List Item and apply the following setting to allow the group “User” to access License manager 

workstation/server on the network: 

 

 



• Specify a name for the new rule (e.g. Allow group “User” to access License Manager workstation) 

• For the “Action” type select “Pass” 

• Specify a priority (e.g. 1400) 

• Click on “Browse” button next to “Source Name” and then “Select a Group”. Then select the Group Name (e.g. User) from 

the list and click on “Select”. 

• Follow the previous step for the “Destination Name” field. 

• Untick the box next to “Destination IP Address” and type in the IP of License manager workstation/server. Type in 

255.255.255.255 for the Subnet Mask. 

• Leave the value of other items as default and click “OK”. 

 

 


